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Direct Secure Messaging

1 Direct Secure Messaging Overview

Direct Secure Messaging (DSM) is a HIPAA-compliant, encrypted email system that has been developed
by a workgroup of State and Federal entities sponsored by the National Coordinator for Health
Information Technology; it is intended to facilitate sending personal health information (PHI) between
HIPAA-covered entities. DSM has advantages because it encrypts both the message body and any
attachments. Also, because all DSM users are validated and have been assigned a specific DSM email
address you can be assured the individual on the receiving end of your message is also a HIPAA-covered
entity. Because DSM requires that both the sender and receiver have DSM addresses you can'’t
inadvertently send a message containing PHI to a non-DSM non-HIPAA compliant recipient.

1.1 Purpose

DSM can be used as an alternative to PHI exchange that you currently do via mail, fax, or YouSendlIt.
Since you can only send to a recipient that has DSM account, you should continue to use other methods
for exchange with non-participating entities.

DHSS/HCS/HIT Program Office Page 4 of 28



Direct Secure Messaging

2 Using DSM

2.1 References

e DSM Portal: https://alaskahie.com

2.2 Technical Support for DSM

e For technical support of DSM please either email: support@ak-ehealth.org or call 1-855-970-2626
between Monday — Friday 8 AM — 5 PM AST.

2.3 Login to AK Health Information Exchange

DSM resides within the State of AK Health Information Exchange (HIE) Portal. User must login to the HIE
Portal to access DSM.

Log in to Clinical Portal by entering:
1. UserID
2. Password,
3. Click Login button

Note: Your User ID is not case-sensitive. Your password will always be case sensitive.

/' Login to Alaska HIE - Windows Internet Explorer

=& x|
@_“ \ = [ hitps:/dlaskahie. comjconcertofLogin him ﬂ&[ B3| [# x| [ e search 2
Fle Edt Wew Favorites Tools Help 3 Cortribute [ FEdit - [5F)Past to Elog % @convert - Plselect o (Bdsnaot B [
x Go-gle| | Bsearch - | vore _ sl A -

A A - »
¢ Favorites | = € CMS Reports Home - Health IT % ACS SR SharePaint Site # | SLR Dashboard © 0 CALT & | CMS Porkal R&S User Portal Mt 2011 MMIS DHSS Shar... Medicaid Management Infor. .

»

+ Login to Alasks HIE | | 5 v B - L0 #= v Page - Safety - Tools~ @~

N Alaska
eHealth
Network™

~

Please enter your user ID and password

User ID

Password

This Health Information Exchange (HIE) is a resource available for the benefit of patients and providers, but is not meant to substitute for the complete medical record.
Use of the HIE is subject to the Participant Agreement and the Network Responsibilities, which are available on the AeHN website at www ak-shealth org.
AeHN is not responsible for any claims and/or damages arising from incomplete or inaccurate information provided to the HIE or reliance upon the information contained therein.

Password Expired

Your password is likely to have been configured to expire after you first login. You
will be warned when your password is about to expire and when it does, the following dialog is displayed:
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I_\ Your password has expired and must be changed.

Follow the prompt and change your password. Your password must have at least 8 characters with a
combination of at least 1 uppercase letter, 1 lowercase letter, 1 numeric character, and a symbol.

2.4 Create Messages

To compose a new message in Secure Mail, click on “New” and select “New Email”. All of the
general features to composing an email apply in DSM, such as bolding, italics, and underlining. You can
also link documents and insert pictures in DSM.

DRIQH' Secure Mal | 165455 |

B Coatacts » £ Seanch Mail_

» Common =TT The begnning of Life ResdRecesn,, | SendEmss, | LessOpsons
s o B Laurings, Gavarstaslogdvace. meyhia, anm
» Wodklists " a Sent SUEHCE | Tng segnning ot Lte
el ] B Spam e
Boc
Filesc
B 4| U |44 =BaE L e = |
Hil Luings f

In e baginning

A Aftachment Sawve as Draft Send Email
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2.5 Contacts Lists

Contacts allows the user to view Contacts (Email Addresses) that are either in the system (local domain
users) or Email addresses that the user has created and used previously. Orion Health’s DSM Contacts
function has a number of pre-configured groups that the user can use, but cannot delete. At the same
time the user may create their own groups for their own use.

In DSM, you can access the Contact Lists by clicking in Secure Mail>Contacts. Contact lists are a
means by which the user can group Email Addresses and find them easily. The list is not a distribution list
or a group email list, but a user identified list that the user can use to categorize the Email Addresses.

By using the “More” button the user can select all Email Addresses in the group, then select the “Mail”
button and the system will create a new Email with all the Email Addresses in the “To:” field. Thus a
Contact list can be used in this manner as a Distribution List if required.

Below is a description of the preconfigured Contact Lists that the user will see when first viewing their
Contacts page. They do not need to be used, but they cannot be deleted.
“Personal” list
Preconfigured personal list that a user can add Email Addresses to for personal use. No other
user has access to this list.
“Global” list
Preconfigured list that contains all the local Email Addresses in the Domain / system. This list is
displayed to all users and you cannot copy Email addresses from this list into your other lists
“Shared” list
Preconfigured list that you as a user can share with other Domain users. To share with another
domains user enter or copy an Email Address into this list, select the Email Address in this list,
edit the Email Address, then turn on “Shared Contact” and enter the user you wish to share the
contact with. A smart list will display as you type the user into this field.
“Remembered” list
Preconfigured list that stores all Email Addresses you have typed into an Email and
subsequently sent the email. This list only remembers Email Addresses that are not already in
other folders.
“Favorites”
Preconfigured list that can be used by the user for any purpose, and is another example of a list.
These symbols (+ -) allows the user to create more folders or delete folders they no longer
require. When creating a folder, with the + symbol or the button, the user can give any name to
the folder. Some special characters are not allowed in the name.

If the user deletes the Global, Shared, Remembered or favorites Contact Lists, the system will re-instate
these folders the next time the user logs on. Hence they cannot be deleted.

Or simply create a list of your own i.e. “The Blue Team”.

Once you've created your Contact list, click on “New Contact” and fill-in the information in the window on
the right.
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Notice by clicking on a list, i.e. Global as seen in this diagram, the name of the contacts within that list
appears in the center of your screen, and to the right, the contact ID and email address appear.

4= K ref-corefconcerto/Concerto.htm
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2.5.1 Deleting “Remembered” or “Sticky” Email Addresses

As with all email systems, users send messages to many email address that are not in their contacts or
address book and the system will “remember” these email addresses.

These “Remembered” email addresses are sometimes referred to as “Sticky” email addresses or “Saved
email addresses and are normally automatically displayed when the user starts typing in an email
address in the To, CC or BCC lines in the email.

Some systems store these addresses in the contacts / address book lists, and others place these
addresses in a separate file on the system. Orion Health’s system stores these emails in the Contacts list
under the “Remembered” folder.
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As a user may type in the wrong email address, or the recipient might leave their company, or the emalil
address may no longer exist for whatever reason, users will want to delete these “Remembered” or
“Sticky” addresses at some stage. To delete these old “Remembered” or old “Sticky” email addresses in
the Orion Health’s system the user must:
e Gointo the Contacts list via the menu button on the top on the DIRECT Secure Messaging
screen
e Selected the “Remembered” folder on the left hand menu
e De-selected (remove the tick in the box) of the top Direct Email address that is selected by
default
e Select (tick in the box) of the Direct Email address(es) that you wish to delete
Select the “Delete” button from the menu bar (second from the top)
The entry is deleted with no prompt

When a new email is started this deleted “Remembered” Direct Email address will not be displayed.
Be aware that any (previously) started emails may still display the deleted address, it is only newly started
emails, after the delete process, that will not display the deleted email address.

B8 Email B Contacts Il Settings L Search Contacts.

A NewContact 4% NewGroup [ Edit {{ @ Delete YL Mail < import 4} Export (@ Sync  More v

[ Personal Contacts
| Remembered nev@direct healthhie.com
.1 Favourites

@ = test2@direct.healthhie.com

[7] = test1@directhealthhie.com Email testa@direct healthhie.com

@ = testd@direct.healthhie.com

2-| test3@directhealthhie.com
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2.6 To Send A DSM Message

Select the Messaging>New Message menu item: the New Message screen is displayed, as shown in
the following screenshot:

P Fretor e
(' K ref-corefconcerto/Concerto.htm
£
|'K Concerto - | + |
ORION' Secure Mail = 18:3458
HEALTH
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04D
, { zhew v )=)GetMan <oRepy diReplyAl & Forward ] Spam. @ Delete | More v
() Logout J S ,/_K‘
T TTbor The begnning of Life eadReceipt | | sen zcc Optons, | )
» Common gnning ey e
~
» Patients Drafts To T

Loucinda.Gaverstock@direct. myhie.com *

» Workists | [ Sent Subject ‘The begnning of Life

— f Trasn Bec: ‘ ‘

* Messaging B spam Ce ‘

Message

_ Files:

Received

Messages

Sent ==l 2 e lmm =] =

Messages BT U A4 no|=|L|® | =] =] .
Secure HiLauenga, F
Wail Inthe beginning....

Secure

Mail Admin =

+ Notifications

O R I O |\lK ! In G
HEALTH
Health Information | &
Exehange + Add Attachment Save as Draft Send Email

Complete the fields on the screen (please note: by default the CC, BCC and Files are not displayed —
you must select the “More Options” button on the top right. (where the “Less Options” is in this screen
shot):

Field Description

To Click the “Contacts List” to find the Recipient and select the email link on their detail pane.
Subject Type the text you want to be displayed for this message in the recipient's inbox.

Message Type your message.
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If you want to be notified when the recipient has opened this message, select the "Request a Read
Receipt” checkbox and begin to compose your message.

(- f ref-corefconcerto/Concerto.htm
e
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) Logout |

——
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-
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To: | orionhealth@orionhealth.com
& spam .
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|
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Hi George,

"

Please find the summary for my patient Joe Bloggs.

l.'. ved 1 — Add Attachment Saveasl)muﬁnd_snh -

- L § v A

N——
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Click the Send button.

B® Please note, once a message has been sent it cannot be recalled and a copy of it will be stored in
the Users Sent Box.

2.7 Adding an Attachment to a DSM Message

To “Add an Attachment” to your email:

1. Click “New” from the Document Tree.
2. Click Read Receipt if you want a “Read Receipt” when the receiver reads the message.

p e = = » v —nro g‘
— T et - - -—
3t orion@alaskahie.com... + -
M Email Settings L Search Mail...

2 New v )~ GetMail Reply Reply All Forward || i) Spam.| @) Delete | More. v |
Inbox Secure CCD message for Patient Joe Bloggs Read Receipt | |, Send Email. || Less Options
Orafts v’ ARead Receipt will be requested for this email

(& Sent

| To: orionhealth@orionhealth.com *

{2 spam )
Subject: | gecyre CCD message for Patient Joe Bloggs

‘Lj Trash Ce:

Bee:

Files: | =) cep_Test_1.xmi 135 KB
B (1 |U || A |oB B L || EE|S
Hi George,

Please find attached the summary information for my patient Joe Blogas.

i

+ Add Attachment ve as Dral Send Email v
- N > ~ 2

\_/\—/

3. Complete the fields on the screen. If you want to add an attachment, click “Add Attachment”
located on the bottom of the email page, following the content body, and navigate the browser to
select your file from your library.

4. Once you are finish and ready to send, click the Send Email button.

B Attachment size is limited to 2 MB and a total of 25 attachments can be included in a single email
for a total of 50 MB per email message.
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the

Users Sent Box.

B® Please note, once a message has been sent it cannot be recalled and a copy of it will be stored in

2.8 Creating a Draft of a DSM Message

Creating Drafts of an email is also available in DSM. Let’s say you begin compose a message, but
needed to step away for a few moments. Simply click “Save as Draft” on the body of your email page,
e saved to your drafts folder.

and it will b
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When you are ready to continue composing, simply click open the “Drafts” folder, and select the email
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2.9 Other Features in DSM Messaging

Select Secure Mail>More. Notice the drop down box, which contains:

¥ Select All (allows you to Select All the emails you have received or sent (does not select the
content)

*  Deselect (allows you to Deselect items selected)
¥ Flag (allows you to Flag emails you want to stand out to you)
* Remove Flag (allows you to Remove Flags previously selected)
*  Mark as Read (allows you to mark emails received as Read)
*  Mark as Unread (allows you mark emails as Unread)
L
(- K ref-core/concerto/Concerto.htm
B Email W Contacts Settings O Search Mail...
| L2 New I [~ GetMail <3 Reply &&= Reply All | & Forward Spam | @ Deete More ¥ 1|
. () Logout j‘.
L3 mbox INBOX - Test CCD SEEETAl
» Common
Care ofthe highest standard -~ Deselect -
» Patients Drafts RDE NURSE rden@i imonthsago | § || 4y ¥ B
i . [] RDE NURSE 3 g § Fan
» Worklists L= Sent Test Test CCD Display Remove Flag
. . TE5t oo Email sent using
e n £ spam Orion Health Email Services - Health Care ————————— MarkasRead
New = ofthe highest standard Email sent using Orig - Health Care of the
M?stage gy Trash highest standard ] 1
) [] RDE NURSE 3
;Zi‘;gdea (2)Re: test |
< hitp:/f/demohospital/concerto/messaging
Sent lessageDetails. itm?messageld:
Messages 99424674 te [1] — - HITSP _C32v2.5 RevB 16Sections Enfries MinimalError
Downloadable File - 172 KB
Secure
Pt ] RDE NURSE 3 months ago
testccd 2 N
Secure | — Email sent using Crion 2 = Reply To All | Show Recipients | Edit Subject | Add Bec
Mail Admin Health Email Services - Health Care of the
highest standard
» Notifications B | T |U 4 A |==«=|2 | &l =|:=
RDE NURSE 3 months ago S '
TestCCD
x TestCCD Display —————— Email ' —
ORION sent using Orion Health Email Senvices -
b | Health Care of the highest standard
http://172.20.6.114/index.php/mail# . . - 4 1 r
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2.9.1 Reading Messages

To read messages:

Select Secure Mail>Inbox menu item. The INBOX screen is displayed, as shown in the following
screenshot.

(- K ref-core/concerto/Concerto.htm
e

|’k Concerto - | + |
ORION® Secure Mail | 18:57 56
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“~ HEALTH
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() Logout )
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~ Messaging & spam Senices - Health Care ofthe highest
New .
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/ReceivedMessageDetails. him?messageld:
ORIOI\‘K 894c-8f6519942467# tte [1] — ...
HFAITH‘
Health Information - il
Exchange + [ RDE NURSE 3 months ago
& fart |4 ] »
A

If the sender asks to be notified when you read the message they sent, the subject of that

message will be preceded with the word Read: for example, Read: John Cardinal -

DHSS/HCS/HIT Program Office

Page 15 of 28




Direct Secure Messaging

2.9.2 Filtering Messages

In DSM, you can filter messages received by clicking on Secure Mail>Settings>Email Filters:

T Firefox =

4= F ref-core/concerto/Concerto.htm c |29 - Google Pl B L xe
|*t Concerto - I + |
ORION® N Secure Mail | 155355
rden ORION B Email W Contacts N Settings
e & ==
® Logout /\' L) webmail Settings Email Filters
Anti-Spam Settings
> Exmmr i " 7 Search Filters
" Patients [ ? Emnail Eilters l Specify a rule or folder to filter results
» Worklists [ mail options [} Filter Options
~ Messaging Mo filters currently defined
New [ Delete Selected |
Message _—
Received
Messages New Rule From - is - =
Sent
Messages
Secure Move To Drafts -

Mail

ecure
Mail Admin

» Notifications

ORIONF

HEALTH
Health Information
I Exchange

Specify which folder the rule will deliver to

Add Filter
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2.9.3 Sent Messages

To view previously sent messages, select the Sent Messages menu.

A list of messages you have sent to other Users is then displayed.

(- F ref-core/concerto/Concerto.htm
L

|nConnecting... | + |
ORI%I}!'
rden ORION' | m Emait W Contacts g}l Settings L Search Mail...
e HEALTH
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New (=] .
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SE‘?L”E Testfor Date PNG image - 347 KB
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I3 o image - i_g KB
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Test e Email sent using Ezm Richetile -2 MB
4 Orion Health Email Services - Health Care
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OR'ON ofthe highest standar Docl docx
oot | IR Iz MicrosoftWord document - 394 KB
ea nformation
Exchange + [C] RDE NURSE 3 months ago -
Da tact |4 i, ] »

Select a message to view the message details.
Sent Message Options

The following options are available on the Sent Messages list:

e If you have any questions regarding your Direct Message mailbox, please see your Administrator
for questions and answers.
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2.9.4 Spam Messages

Any messages you receive that you don’t want ~ or isolated an outside vendor that you don’t want, just
add them to your “Spam” folder.

Note: You should never receive Spam emails, as you are working in a secure network. However, should
you see something in this folder, please contact your network administrator.
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ORION'® Secure Mail | 18102512
orion_ge... B Email W Contacts [l Settings 0 Search Mail...
[ e
oYY . L@m‘v|¢,5e|m\@nep'y\mm;pryu|$rmwzm\ *) spam | @ Delete | More v L]
ogou ~)
N
b @z L inbox INBOX - test message
! Patients Drsfts Paul Cunningham TS PaulC ham orion_s alaskahie.com tmonthage | i || 4y ¥
) ~ testmessage
b (m 4 sent testing email sending Pt ————————
-Email sentusing HISPMail powered b
» EMPL @ e B ! testing email sending Pt1
Admin
= Email sent using HISPIail powered by Orion Healih
+ Auditing & Trasn [] admin@direct orionhealth. = v
Welcome to your new email account
~ Messaging WELCOME TO ORION HEALTH DIRECT
SECUREMAIL Hello and 1o y0
New new email account. Plea
Message
[C] Reply To All| Show Recipients | Edit Subject | Add Bec
Received
Messages
B (I | U| 4 A4 ==& 2L (&= =
Sent
Messages
Secure
Mail
Secure
Mail

Administration

Add Attachment Save as Draft Send my Reply

https/alaskahie.com/mail/index.php/mail/mailflistfol dermessages/selectFolder/INBOX.Spam
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2.9.5 Deleting or Throwing Away Messages

Any messages no longer needed, can be throw in the “Trash”. Select Secure Mail>Trash.

solis . . .
‘" Remember, trash is a holder for deleted emails. You still have to empty the trash to permanently
delete the email.

L

(- K ref-core/concerto/Concerto.htm

| . Concerto - |T|
ORION" Secure Mail | 125555

rden ORION'"| mEmail | T Contacts Settings P Search Mail...

QA
 Logout \ L2 New s =l Get Mail = Reply Reply All i Forward " Spam @ Erase ﬁ Empty More ¥ 1] |
~ ~

+ Common £ nbox Trash Toqgle Threads. | | Collapse Threads

» Patients Drafts Mo threads match the § month criteria

HEALTH

» Worklists [ sent

- Messaging B spam
New
Message

Received
Messages

Sent
Messages

Secure
Mail

Secure
Mail Admin

+ Notifications

ORIONF

HEALTH
Health Information
Exchange +

2.9.6 Saving DSM Messages

Users have the capability to save DSM messages as either .eml files to be viewed at a later date in
Internet Explorer

e Navigate to the DSM message you wish to save

e Select the "Arrow" indicator drop down in the top line of the email and select "Download Email"
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™ Alaska HIE - Elizabeth Davidson - Windows Internet Explorer )
&)= [ mepsiisasiabe.confeorcertoiconesrto =& #3)(| [ Live Soarch o
Fle Edit View Favortes Tools  Help % Contribute | FEdt - [F]Post toBlag % S Convert - [R9)Selsct
.7 Favarites ‘ 54 @) CMSReports || Home - HealthIT S ACS SLR SharePoint Site # | SLR Dashboard () CALT £ CMS Portal R&S User Portal | | New 2011 MMIS DHSS Shar... | | Medicaid Management Infor...
88| -| {& Netscape Directory Server G... | /€ DSM Master Accourts - All Tt... | < Alaska HIE - Elizabeth Da,.. X | | P - B v emn v Page~ Safety v Took ~ @~
ORIONF Secure Mail | 11:59
akdhss h ontacts I Settings O Search Mail...
(7 e
LANew ¥ ‘ (=) Get Mail | <3 Reply | = Reply Al | &5 Forward ‘ ] spam ‘ @ Delete | More v ‘ ] |
® Logout ) ) ) ) ) ) ) )
S S— £ inbox INBOX - Re: Testing - Replying to earlier message received from Rebecca
My Details Drafts (& REEEEEE (AT 1ays ago Rebecca Madison aehn_rmadison@direct.alaskahie.com Tdaysago | i i€y ¥
Re: Testing - Replying to earlier messag.. . I |
i = &
+ Messaging L= Sent Thanks, i received just fine and opened also ply
——————————— Email sentusing Thanks, i received justfine and opened also Forward
B2 Spam HISFMail powered by Orion Health
= Email sent using HISPMail powered by Orion Health Forward Attachment
LI Trash Mark as Read
[ psM Processes Mark as Unread
_ Add to Contacts
| Testing
N I™ Reply To All | Show Recipients | Edit Subject] Add Bec View Headers
L1 old mail

il
i
1l
3

—

B | I | U| 4| A = = | L &2 || e = | = |@ Download Email

¢ A file download box will appear, select "Save"

EE TR R PRI

File Download x|

Do you want to open or save this file?

Mame: ...ving ko earlier message received From Rebecca.emil

Type: Inkternet E-Mail Message
From: alaskahie.com b

Open Save Cancel

harm your computer. If vou do nat st the source, do not open or

|® “While files fram the Intermet can be uzeful, saome files can potentially
N zave thiz file. What's the nsk’?

e Browse to the location where you wish to save the message and save the message as an
"Internet E-Mail Message"
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saveas 2|
Save in: I@Desktnp j Q 2 -

My Documents

{i My Compuker

- My Mebwork Places
Eig Picture

DaM

50 0ld H drive BADavidson

{5 Shorbout ko AKSAS_zmd

E.:gShDrtcut ko BADavidson on 'hssmfl4ancHit' (H)
EﬁgShDrtcut ko Shared on 'HssancbusfpaHos-mmis' ()

ky Documents

Wi
-

kdy Computer

File name: ITesting D5k Save.eml j Save
Sawe az type: Ilnternet E-Mail Meszage j Cancel |
ps

e Inorder to view the saved message, double leftt-click on the message where you have it saved.
An "Open With" box will appear, select Internet Explorer and click "Ok". The DSM email message
should appear in an Internet Explorer window.

N 2|

— 1 Choose the program you want bo use to open this File:
L

File:  Testing DSM Save.eml

—Programs

[@ Recammended Programs:; -
@ Internet Explorer
[@ Other Programs:
A~ Adobe Acrobat 9.5
\#g adobe After Effects C54
bw Adobe Dreamweaver C54
Fw adobe Fireworks C54
A0 adobe Tlustrator C54
B Adobe Photoshop C54
H Adobe Reader

88 Adobe Soundbooth C54
[ I |

PR SRR T P

[ Always use the selected program ko open this kind of File
Browse. ., |

If the program wou want is not in the list or on your computer, wou can ook
for the appropriate program on the Web,

ol4 Cancel

[
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3 Settings

The Orion Health DSM allows the user to alter some DIRECT Secure Messaging settings at a user level.
Settings that are grayed out are unavailable to change. Also some of the settings are not used due to the
nature of DIRECT Secure Messaging.

3.1 Webmail Settings

B Email B Contacts 0 Settings.

L) Webmail Settings Email Settings | 5aveSettings_|
M) Aot Soametings Account Name  nevi@direct.orionhie.com

57 Email Filters

| L& wail options

3.3 of 1024MB used.

RealName  Newille Mckay

ReplyTo  nev@direct orionhie. corm

Thread Support

Thread Limit Infinite =

Display Email Images

Automatic Draft Save [N

Autornatic Folder Reload  Enahled - With audio notification ~

B Email B: Contacts Settings

L) Webmail Settings Email Settings s
Ei‘ Arti-Spam Settings Delete Trash on Logout m y
¢ Email Filters

[ wail options
Default View 3 Pane ~

Interface Language  English -

Date display  Time Since Delivery ~

Messages per page 10 =
Timezone PacifictAuckland -
Swatwe | g1yl ala|==]2]e|EH]=]=

Real Name
This will appear in the "Sender" field of emails you send before your email address.

Reply To
Here you can specify an email address for replies to be sent to, instead of the email address you use to
log in.
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Thread Support
Select “On” to display email conversations as threads.

Thread Limit
Select 3 months, 6 months, 1 year, 2 years or infinite as how far back to hold the thread trail.

Display Images
Select “On” to display the image rather than as an attachment in the email.

Automatic Draft Save
Select “On” to have the system automatically save your emails as a draft as you compose them.

Automatic Folder Reload
Select the method to have new emails delivered to your inbox.

Delete Trash on Logout
Select “On” to have the system automatically empty your Trash folder on logoff.

Default View
Select “2 Pane” or “3 Pane” as your default view for your emails.

Interface Language
Select your preferred language for the Webmail interface.

Date Display
Select your preferred method for displaying dates on the email headers. (Time Since Delivery, MM/DD/YY
or DD/IMM/YY

Messages per page
Select the number of simultaneous messages to display in the Webmail interface. You may want to
reduce this for slow connections.

Timezone
Specify the time-zone for your location.

Signature
Here you can specify a message that will be added to the end of every email you send from Webmail.
You can use plain text or HTML for your signature.
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3.2 Anti-Spam Settings

As the DSM system is a trusted network of Email providers, you should never get any spam emails in this
folder. Unless you set up a filter to put emails in this folder. Hence the standard settings should be left as
they are.

B Email B Contacts I Settings

Ly wehmail Setlings Anti-Spam Settings Sawe Settings
=

Anti-Spam Settings
ol a o Spam Filter Sensitivity
57 Email Filters

L Mail Options - "
Message Classification Mark as SPAM (defauli) -

SpamTag  (SPAM}

n

Whitelist senders

Blacklist senders

Spam Filter Sensitivity
Set the degree to which the spam filter looks for spam within emails.

Message Classification
The default action to take on emails that are classified as spam. (Mark as Spam, Move to Spam Folder,
Purge Message)

Spam Tag
The wording to be added to the email header if an email is considered to be spam.

Whitelist senders
Senders or sender domains that send emails but the spam filter picks up as spam. Placed in here all
emails from these senders or sender domains are delivered regardless of their content.

Blacklist senders
Senders or sender domains that you believe are sending spam. Placed in here you will not get emails
from them.
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3.3 Email Filters

Emails can be delivered to folders depending on a “Matching Criteria”.

3 Settings

B Email B Contacts

L) wiebmail Settings Email Filters

E‘i‘ Anti-Spam Settings
Search Filters

Specify a rule or folder to filter results

i ¢ Email Fitters

L,j‘y Mail Options F Filter Options

B subject contains "Read” filters to Processed.read processed Celete/Modify

Delete Selected

New Rule Fram - is - =]

Move To Drafts -
Specify which folder the rule will deliver to

Add Fitter

Search Filters
If you have a lot of filters use this to limit the filters displayed below.

New Rule & Move To
This is the area to define a rule to have certain emails moved to other folders when they arrive in the

user’s inbox. E.g. New Rule: "From", "is" and "account@domain.com". Move To: "Trash"

3.4 Mail Options (Notification of DSM in State of AK Email Account)

User can specific mail options to perform when an email is received in their inbox from this screen.

0 Settings

B Email B Contacts

Lt'ill ‘Webmail Settings
.
E@Anh—Spam Settings

5 Email Filters

Mail Options

|' Save Settings |

| L2 mail options

Enable Notifications

Notifications Address

Enable Autoreply

Autoreply message

O

Checkto forward a notifications of new email to a non-Direct email address

neville mekay@arionhealth.
Optionally forward your notifications to a non-Direct email account

OFF
Checkto enable sending the Autoreply

Optionally define an auto-reply i wacation message foryour email account

DHSS/HCS/HIT Program Office

Page 25 of 28



Direct Secure Messaging

Enable Notifications
Select “On” to enable the sending of a notification email to a standard email address when an email is
received in the user’s inbox.

Notification Address
Specify the standard email address that you wish the notification to be sent to. Only one email address
can be entered here.

Enable Autoreply
Select “On” to enable automatic ("Out of Office") reply to incoming messages.

Autoreply message
Specify the message to send to the senders of all incoming email when the Autoreply is on.
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4 Personal Details

Personal Details enables user to change basic information such as password or inactivity logout in the
system.
There are two ways to display this screen:

Click Common>My Details menu option OR Click the Settings Icon e above the Logout button.

(6 asaHIE TEST - Doris Yanas-House - Windows ntemet Explorer 1 o o

@'@v [ hitpy/tecting alaskahie.com/concerto/Cancerto htm +| &[4 x4 Googte P |
¢ Favorites : 5 K Alaska HIE TEST @] Stay Secure Online v ] Toshiba App Place ¥
23]+ V] Mlska eHeatth NetworkM...  Alaska HE TEST - Doris.. X | Bv B O & v Pager Sefeyr Toosv @~ 7
ORION' My Details | 13:11-1
:,“ ";\‘e@ My Details
(_OLogout ) ysername doris_level1view Inactivity Logout | 2 minutes [+
-+ Cortiron Change Password Your maximum timeout is currently 30 minutes.
s o[ B
Worklists @ Do not show alert
» Patients Roles I perform  Level 1 View Groups | belong ~ Users
» Worklists &
» Notifications Discard Changes
» Messaging

Clinician Homepage
Worklist to show | Q
on My Homepage
Patient Search

My preferred E|
Patient ID Type

Update Preferences JMSELEIRVIENE

[#You have a new important messanel

@ Intemet | Protected Mode: On v R100% v

m PMik
8/1/2011

A [ al )
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4.1 To change your password

1. Click Common>My Details.
2. Inthe My Details panel, click the Change Password link. The Change Password dialog is
displayed.

Change Password
Old Password * “

New Password *

|J\-fust be at least 8 characters and not be the same as your user ID. |

Confirm
Password *

(fﬁange Password JEREEGE

Enter your Old Password.

Enter your New Password.

Reenter your new password in the Confirm Password field.

Click the Change Password button.

Click the Update Preferences button to save changes or click the Discard Changes link to
cancel.

Noogahkw

4.2 Setting the Inactivity Timeout Period

1. Click Common>My Details.

2. Inthe My Details panel, select a Inactivity Logout value from the drop-down list.

3. Click the Update Preferences button to save changes or click the Discard Changes link to
cancel.

My Details

Username aehn_dyanas-house Inactivity Logout ﬁﬂer maximum time allowed E”

2 minutes
3 minutes

Change Password

Start Screen Secure Mail -] P 4 minutes
Messages 5 minutes
10 minutes
15 minutes
Roles | perform  Level 5 Admin Groups | belong | |20 minutes YUser, EMF
to 30 minutes

After maximum fime allowed

Update Preferences Discard Changes
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